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ABSTRACT

. Steaanography, one of the data secunty mechamsms under our mvestlgatlon shlelds legmrnate messaaes from R
‘hackers and spies: by employing data hiding. Data protection is currently the top priority due to the srﬂnlﬁcant S
advancements in iriformation techriology due to high-security concerns. Traditional techniques for maintaining . -
‘data confidentiality mclude steganography and cryptography; the distinction is that steganography does not ©

- naturally arouse susplcmn - whereas cryptography does. Traditional linguistic steganographic methods suffer

from: limitations iri automation; accuracy, and the volume and substance of cover and concealed text. The' - _:_
-;robustness -and undetectablllty properties “of these approaches - ‘also require improvement. - Third-party -

. vulnerability is often too high' for conventional techniques to handle. Artificial intelligence is increasingly -
- replacing traditional model creation in steganography. Information transmitted through Online Social Networks

(OSN) is obviously not safe. Steganowraphy along wrth encryptlon can make a difference wrth recard to pnvacy B
-of information in transut R : . - : - :

“The research study 2ims 1o burld algonthms or models and adssess steganography s robustness secunty,'

: undetectablhty, and. embeddlng ab111ty Two distirict types of data concealing employed for investigation: text ':_ E :-' '
~and image. The results were encouraging” when we initially tested ‘our- Laplacran model using image -
_ steganography and compared with -benchmark ‘methods. The second'experiment, which is based ‘on Al

- generates the cover text using ‘secret mformatlon examines the security and robustness of steganography

“The study compared suggested text steganography model, 3-bit data cOncealmg, with other existing. techmques "'

in order to ascertain the undetectability factor. The first experiment used MATLAB tools, and the second used

~ the markovify python module, RNN (Recurrent Neural networks), and the Huffman tree. Further format-based .. - &
steganography methods utilized in the fcilowmg experiment. proposed research revealed that the security of the

" embedded information would ‘be- compromrsed along with the undetectab1hty factor when the amount of
- embedding data’ exceeds a partrcular level. -
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: _Publlcatmns i : ' L ' ' ' ' o
- 1. Gurunath, R, Alalnnadr Ahmed H Samanta Debabrata, Khan Mohaminad Zubarr and Alahmadr i
© . Abdulrahman (2021) A novel approach for linguistic steganography evaluation based on artificial B
© - neural networks. IEEE Access, 9, 120869 120879. @ SCI-Q1; SCOPUS L
2. ‘Gurunath; R., Klaib Mohammad Fadel Jamil, Samanta Debabrata and Khan- Mohammad Zuba1r
- (2021): Social Medm and Steaano‘*raphy Usc Risks and Current Status. IEEE Accéss, 9, 153656-
'153665. @ SCI-Q1,SCOPUS -~ -
- 3. Gurunath, R. and Samanta Debabrata (2022) A novel approach for semantic web apphcatron in _i
- online education based on steganography.:International Journal of Web—Based Learmng and Teachmg
- Technologies (WWLTT), 17(4), 1-13. @SCIQ3, SCOPUS, IGIGlobal .~
" 4. ‘Gurunath, R., Samanta, D. (2020). Studies on encrypted secret data storace techmques analogous to
- ..steaanography Internatlonal Joumal of Advanced Scierice and Techno}o“y, 29(2) 3705-371 1.
- -SCOPUS, UAST . :
5. Gurunath, R, Samanta, D. (2021) Advances in Text Steganography Theory and Research ‘A
.- Critical Revrew and Gaps Multldxsc:phnary Approach to Modermn Dlgrtal Steganography, 50-74.
. Book chapter, IGI Global, @SCOPUS, IGIGLOBAL =~
6. Gurunath, R., Samanta, Debabrata and Pandey, Drgvzjay (2022) In51ghts Into Deep Steganography
- A'Study of Steganography ‘Automation and Trends. Cyber Security and Network Secunty, 129-135.
" Book Chapter WILEY SCRIVENER., IEEE Xplore :



